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Abstract

As LLM-based agents advance from simple
tool-calling workflows to long-horizon au-
tonomous systems, the infrastructure beyond
the base model has become an increasingly de-
cisive factor in agent performance. This infras-
tructure, broadly termed the Agent Harness,
has been recognized across recent technical re-
ports and industrial practice as a first-class con-
cern, yet it remains a highly composite and
multi-layered concept that resists simple char-
acterization. Understanding the distinct layers
and evolutionary dynamics of the Agent Har-
ness is essential for advancing reliable agent
systems, but a systematic survey dedicated to
this infrastructure is notably absent. Existing
surveys predominantly address model-intrinsic
reasoning or multi-agent coordination, treat-
ing the harness as a trivial implementation de-
tail. To bridge this gap, we propose a Unified
Architectural Taxonomy that delineates the
Agent Harness as a four-layered stack: (1) Ex-
ecution & Orchestration, (2) Context & Tra-
jectory Management, (3) Interaction Surface &
Execution Environment, and (4) Constraints &
Guardrails. Our analysis reveals two key find-
ings: the Agent Harness is a widely overlooked
performance bottleneck, and it exists in a co-
evolutionary relationship with the underlying
models. We argue that harness architectures
must be “Built to Delete” to keep pace with
this co-evolutionary cycle.

1 Introduction

The Artificial Intelligence (AI) landscape is tran-
sitioning from static question-answering toward
dynamic, long-horizon autonomous agents. As
agentic applications grow in complexity, the perfor-
mance bottleneck of AI systems has shifted: it is no
longer solely constrained by the “raw intelligence”
of underlying Large Language Models (LLMs),
but increasingly by the surrounding infrastructure’s
capacity to maintain reliability over extended exe-
cution trajectories. In early iterations, a simple tool-

Figure 1: The Asymmetric Co-evolution of Model and
Harness.

calling workflow required minimal infrastructure.
However, when an agent transitions to open-ended,
multi-day software engineering tasks, it demands
orchestration, persistent memory, and fault-tolerant
execution. This evolution culminates in complex,
highly privileged platforms like OpenClaw (Open-
Claw Contributors, 2026), where agents are granted
deep system access and the absence of robust in-
frastructure becomes a critical vulnerability, expos-
ing the system to catastrophic failures and agent
injection attacks (Manik and Wang, 2026).

This infrastructure layer has come to be known
as the Agent Harness. Recent work has begun
to articulate the concept from multiple angles: ef-
fective harnesses for long-running agents (Young,
2025), harness engineering as a distinct discipline
(He et al., 2026), the harness as a first-class ab-
straction (Schmid, 2026), end-to-end automated
optimization of harness code (Lee et al., 2026),
and the emergence of production-grade managed
agent platforms (NousResearch, 2026; Anthropic,
2026a). Drawing on these efforts, we systematize
the Agent Harness as the integrated execution layer
that persists across model invocations, manages
state beyond any single context window, and en-
forces behavioral constraints that no model can
impose on itself. By this definition, the scope of
this survey is bounded by a single criterion: any
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infrastructure component that cannot be internal-
ized into model weights, and that must exist as an
independent runtime layer, belongs to the Agent
Harness. This criterion naturally excludes transient
prompting strategies and fragmented tool-calling
libraries, while focusing on systems that provide a
deterministic substrate for the stochastic nature of
foundation models.

The Agent Harness, however, is a highly com-
posite concept that spans orchestration, context
management, execution environments, and safety
guardrails. Understanding its distinct layers and
their evolutionary dynamics is essential for advanc-
ing reliable agent systems, yet a systematic sur-
vey dedicated to this infrastructure is notably ab-
sent. Existing surveys predominantly focus on
model-intrinsic reasoning strategies or abstract
multi-agent interactions (Ferrag et al., 2025), treat-
ing the underlying execution infrastructure as a
trivial implementation detail.

To bridge this gap, we propose a Unified Ar-
chitectural Taxonomy that delineates the Agent
Harness as a four-layered stack: (1) Execution &
Orchestration, (2) Context & Trajectory Manage-
ment, (3) Interaction Surface & Execution Envi-
ronment, and (4) Constraints & Guardrails. This
framework categorizes systems not by their under-
lying LLMs, but by their structural progression—
from the core autonomous execution loop outward
to systemic constraints and environmental bound-
aries. Grounded in this taxonomy, we survey over
150 recent works spanning both academic litera-
ture and production systems to map the current
landscape. Our survey methodology deliberately
incorporates influential industrial artifacts, as many
critical harness innovations originate in production
systems before academic formalization.

Our analysis yields two key findings. First, the
Agent Harness is a widely overlooked performance
bottleneck: swapping the same model into a dif-
ferent harness can yield dramatically different re-
sults, yet current benchmarks evaluate the mono-
lithic Model-Harness system, falsely attributing
infrastructural successes or failures entirely to the
model’s weights. This conflation has catalyzed
a severe evaluation crisis that systematically mis-
directs research investment toward model scaling
while the infrastructure bottleneck remains under-
explored. Second, Model and Harness exist in a
co-evolutionary relationship (Figure 1): as models
grow more capable (e.g., longer context windows,
native tool calling), they absorb simpler harness

functions, rendering them obsolete; yet simultane-
ously, each new frontier of agentic application de-
mands infrastructure capabilities that no model can
internalize, such as durable execution, determinis-
tic recovery, and cryptographic permission scop-
ing. The sole exception is the safety and guardrails
layer, whose importance grows monotonically with
model capability. More capable models unlock
higher-autonomy applications that inherently ex-
pand the attack surface. Meanwhile, the very prop-
erties that necessitate external guardrails, such as
output non-determinism, susceptibility to adversar-
ial prompts, and the absence of verifiable intent,
are intrinsic to the generative paradigm and are less
amenable to self-policing by the very model whose
outputs require oversight.

Building on these findings, this survey makes
three contributions: (1) a systematic definition and
scope delineation of the Agent Harness; (2) a Uni-
fied Architectural Taxonomy organizing the har-
ness into a four-layered stack (Section 2), with
each layer surveyed in detail (Sections 3–6); and
(3) a critical analysis of the evaluation crisis and a
forward-looking roadmap arguing that harness ar-
chitectures must be “Built to Delete” to keep pace
with the co-evolutionary cycle (Section 7).

2 Taxonomy of Agent Harness: A Unified
Architectural Stack

Figure 2 illustrates the architectural abstraction lay-
ering in agent harness frameworks with their as-
sociated features. In this section, we discuss their
applications and characteristics in more detail.

Layer 1: Execution and Orchestration. Act-
ing as the temporal engine of the harness, Layer
1 is strictly responsible for driving the execution
graph and managing the locus of control, operating
independently of the semantic content of under-
lying data payloads and without defining security
policies itself. This layer encapsulates the core au-
tonomous event loop that drives iterative reasoning,
governed by dynamic routing mechanisms that in-
telligently dispatch tasks to optimal LLM backends
based on cost and capability heuristics. Moving
beyond single-actor execution, it treats agents as
composable entities, orchestrating the concurrent
spawning of specialized subagents and synchroniz-
ing state handoffs based on task topologies. Ad-
ditionally, Layer 1 implements targeted resilience
mechanisms to prevent execution halts during rea-
soning dead-ends or API failures. These compo-
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Agent Harness: A Four-Layer Architectural Stack
1

Layer 1
Execution &
Orchestration

Temporal Engine
(drives execution)

DURABLE EXECUTION

§3.1 Model & Agent Routing
EvoRoute (Zhang et al., 2026b) Wang et al. (Wang et al., 2026b)
Best-Route (Ding et al., 2025) Zhang et al. (Zhang et al., 2026a)
MASRouter (Yue et al., 2025) CASTER (Liu et al., 2026c)
Liu et al. (Liu et al., 2026e) Zhang et al. (Zhang et al., 2026d)
CAMAR (Pshenitsyn et al., 2026) ODAR (Ma et al., 2026a)
SkillOrchestra (Wang et al., 2026a) Wang et al. (Wang et al., 2025b)
DyTopo (Lu et al., 2026b) Guo et al. (Guo et al., 2025)

§3.2 Multi-Agent Composition & Orchestra-
tion
Compass (Wan et al., 2025)
Claude Subagents (Anthropic, 2025b)
Kimi K2.5 (Team et al., 2026)
Swarm (OpenAI, 2024)
CrewAI (Moura, 2025)
Daunis (Daunis, 2025)
Orchestral AI (Roman and Roman, 2026)

§3.3 Autonomous Loop, Resilience & Human-in-the-Loop

Jin et al. (Jin et al., 2025) PlanAgent (Zheng et al., 2026c)
ESAA (dos Santos Filho, 2026) Yuksel et al. (Yuksel et al., 2025)
Natarajan et al. (Natarajan et al., 2025) Xiao et al. (Xiao et al., 2026)
Fu et al. (Fu et al., 2025) Ferrag et al. (Ferrag et al., 2025)
He et al. (He et al., 2025)

State Accumulates
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Layer 2
Context &

Trajectory Mgmt

Epistemic Space
(governs mem-

ory & state)

TRAJECTORY
PROVENANCE

§4.1 State Compaction
ACON (Kang et al., 2025) ContextBench (Li et al., 2026a)
LongLLMLingua (Jiang et al.,
2024)

LongCodeZip (Shi et al., 2025)

Lu et al. (Lu et al., 2025b) Mem1 (Zhou et al., 2025b)
LongCodeBench (Rando et al.,
2025)

Lindenbauer (Lindenbauer et al.,
2025)

Context-Folding (Sun et al., 2025a) MemRL (Zhang et al., 2026f)
Dai et al. (Dai et al., 2025) HiAgent (Hu et al., 2025a)
Wang et al. (Wang et al., 2025e) SafeSieve (Zhang et al., 2026e)
SWE-Pruner (Wang et al., 2026e)

§4.2 Trajectory Persistence & Observ-
ability
Xiao et al. (Xiao et al., 2025)
Roshan et al. (Roshan et al., 2025)
Fang et al. (Fang et al., 2025a)
AgentTrace (AlSayyad et al., 2026)
AgentSight (Zheng et al., 2025)
LangGraph Durable (LangChain, 2026a)

§4.3 Agent Memory
Mem0 (Chhikara et al., 2025) G-Memory (Zhang et al., 2025c)
Zep (Rasmussen et al., 2025) HippoRAG (Gutiérrez et al., 2024)
Timoneda et al. (Timoneda and Vera, 2025) SimpleMem (Liu et al., 2026b)
AMemGym (Jiayang et al., 2026) Yan et al. (Yan et al., 2025)
Hu et al. (Hu et al., 2025b) Lu et al. (Lu et al., 2026a)
Nemori (Nan et al., 2025) Zhu et al. (Zhu et al., 2026b)
MemGPT (Packer et al., 2023) Zheng et al. (Zheng et al., 2026a)
A-Mem (Xu et al., 2025) Sunil et al. (Sunil et al., 2026)
MemAgent (Yu et al., 2025)

§4.3 Self-Evolving
Darwin GM (Zhang et al., 2025d) Evo-Memory (Wei et al., 2025)
Shao et al. (Shao et al., 2025) WebEvolver (Fang et al., 2025b)
Live-SWE (Xia et al., 2025) SEAgent (Sun et al., 2025b)
Zhang et al. (Zhang et al., 2025a) Almansoori (Almansoori et al., 2025)
GEPA (Agrawal et al., 2025) EvoAgent (Feng et al., 2025)
Dyn. Cheatsheet (Suzgun et al., 2026) Tool-R0 (Acikgoz et al., 2026)
Zhang et al. (Zhang et al., 2025e) EvoTool (Yang et al., 2026a)
AccelOpt (Zhang et al., 2025b) AutoSkill (Yang et al., 2026c)
AgentFly (Zhou et al., 2025a) MemSkill (Zhang et al., 2026c)
Chen et al. (Chen et al., 2025b) EvoConfig (Guo et al., 2026)
RAGEN (Wang et al., 2025d) Xie et al. (Xie et al., 2026)

§4.3 Agentic Skills
SAGE (Wang et al., 2025c) CUA-Skill (Chen et al., 2026b)
SkillCraft (Chen et al., 2026a) Claude Skills (Anthropic, 2025a)
SoK: Skills (Jiang et al., 2026) Jiao et al. (Jiao et al., 2026)
SkillReducer (Gao et al., 2026) SkillClaw (Ma et al., 2026b)
Xu et al. (Xu and Yan, 2026) Wang et al. (Wang et al., 2025b)
Ling et al. (Ling et al., 2026) Schmotz et al. (Schmotz et al., 2025)
SkillRouter (Zheng et al., 2026b) Liu et al. (Liu et al., 2026g)
Li (Li, 2026b) Liu et al. (Liu et al., 2026f)
EvoSkill (Alzubi et al., 2026) Wang et al. (Wang et al., 2026c)
SkillsBench (Li et al., 2026e) Yang et al. (Yang et al., 2026b)

World Interface Needed
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Layer 3

Interaction Surface
& Environment

Sensory & Ac-
tuation Organs
(connects agent

to world)
SANDBOXED ACTUATION

§5.1 Standardized Protocols & Interaction Surface
Chowa et al. (Chowa et al., 2026) Yuan et al. (Yuan et al., 2026b)
Ning et al. (Ning et al., 2026) Louck et al. (Louck et al., 2025)
Wölflein et al. (Wölflein et al., 2025) A2ASecBench (Li et al., 2026d)
UTCP Code-Mode (Universal Tool Calling Protocol,
2026)

GeoJSON Agents (Luo et al., 2026)

UI-TARS (Qin et al., 2025) Kim et al. (Kim et al., 2026)

§5.2 Tool Use & Code Execution
WebOperator (Dihan et al., 2025)
Terminal-Bench (Merrill et al., 2026)
Liu et al. (Liu et al., 2026a)
ToolSandbox (Lu et al., 2025a)

Safety Boundaries Required

4
Layer 4

Constraints &
Guardrails

Safety
Boundaries
(isolation &
governance)

SEMANTIC GUARDRAILS

§6.1 Sandboxing & Execution Environments
LangChain (LangChain, 2026b) Cellmate (Meng et al., 2025)
SWE-MiniSandbox (Yuan et al.,
2026a)

AgentBay (Piao et al., 2025)

UI-TARS-2 (Wang et al., 2025a) Chen et al. (Chen et al., 2025a)
LLM-in-Sandbox (Cheng et al.,
2026)

DeepResearchGym (Coelho et al.,
2025)

Sari Sandbox (Gajo et al., 2025) SWE-World (Sun et al., 2026)
SandboxSocial (Touzel et al., 2025) R2E-Gym (Jain et al., 2025)

§6.2 Governance Boundaries
POLARIS (Moslemi et al., 2026)
ContextCov (Sharma, 2026)
Sandbox-Runtime (Anthropic, 2026b)
Bühler et al. (Bühler et al., 2025)
BashArena (Kaufman et al., 2025)
Maloyan et al. (Maloyan and Namiot, 2026)

§6.3 Agent Injection Attacks & Defenses
Skill-Inject (Schmotz et al., 2026) Ying et al. (Ying et al., 2026)
AgentDyn (Li et al., 2026b) ClawKeeper (Liu et al., 2026d)
WebSentinel (Wang et al., 2026d) Chen et al. (Chen et al., 2026c)
ReasAlign (Li et al., 2026c) OpenClaw PRISM (Li, 2026a)
Wang et al. (Wang et al., 2026f) Manik et al. (Manik and Wang, 2026)
Deng et al. (Deng et al., 2026)
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Figure 2: Agent Harness: A Four-Layer Architectural Stack. Each pill lists representative works in bold with
citation keys; all citations are hyperlinked to the bibliography.

nents include deterministic retry logic, exponential
backoffs, and error recovery routing, which collec-
tively ensure continuous operation. Crucially, this
layer facilitates a continuous evolutionary cycle by
coupling functionally disparate layers: it processes
discrete feedback signals from security modules to
reroute control flow and triggers semantic garbage
collection to prevent entropy accumulation.

Layer 2: Context and Trajectory Management.
While the orchestration layer manages execution
time, Layer 2 governs the agent’s epistemic space.
Its primary function is to mitigate the fundamental
bottlenecks of context window saturation and catas-
trophic forgetting, all while maintaining strict sys-
tem observability. To prevent performance degra-
dation and the onset of “context rot,” this layer
employs sophisticated prompt layout engines and
semantic-aware eviction strategies. It sustains life-
cycle continuity through self-evolving memory ar-
chitectures, managing cross-session checkpointing
and state serialization. Layer 2 secures the agent’s
working memory and execution pathways by per-
sisting them into external databases or vector stores.
Simultaneously, it securely decouples telemetry

from the model’s active memory, logging tool invo-
cations and state mutations into an immutable trace
graph for compliance and post-hoc debugging.

Layer 3: Interaction Surface and Execution
Environment. Because language models are in-
herently disembodied, Layer 3 constitutes the sen-
sory and actuation organs of the agentic system.
This layer defines the environmental footprint of
the agent, standardizing the interfaces for discrete
functional tool calling and arbitrary code execu-
tion, effectively translating abstract model intent
into concrete environmental state changes. To man-
age these interactions dynamically without saturat-
ing the initialization context, it relies on delayed-
discovery protocols, such as the Model Context
Protocol (MCP), employing progressive disclosure.

Layer 4: Constraints and Guardrails. Finally,
because LLM outputs are inherently probabilis-
tic, Layer 4 enforces deterministic safety bound-
aries on the system at two levels: physical iso-
lation through hardware or kernel-level sandbox-
ing to contain erratic or adversarial agent behav-
ior, and logical governance through pre- and post-
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execution validation, including schema-enforced
format checks, static code analysis, and runtime se-
mantic monitoring. This layer serves as the primary
defense against adversarial prompt and agent injec-
tions, enforcing strict principle-of-least-privilege
access controls on all tool invocations. By run-
ning parallel input-output filtering, Layer 4 ensures
that policy deviations trigger immediate “fail-fast”
rollbacks, preventing catastrophic side effects.

By utilizing this unified, layered taxonomy, re-
searchers and infrastructure engineers can precisely
map the operational boundaries of existing frame-
works and identify where a specific system’s bottle-
necks lie, facilitating the targeted evaluation met-
rics discussed in subsequent sections.

3 Layer 1: Execution & Orchestration
Layer

3.1 Model & Agent Routing

The foundational responsibility of Layer 1 is to
drive the agent’s autonomous execution loop,
which is the continuous cycle of observing the
environment, reasoning about the next step, and
executing tool calls. A critical dimension of this
loop is model routing: dynamically determining
which LLM or specialized agent should handle
a given subtask. As model ecosystems diversify,
static assignment becomes suboptimal. EvoRoute
(Zhang et al., 2026b) introduces experience-driven
self-routing, while Best-Route (Ding et al., 2025)
optimizes for test-time compute efficiency. MAS-
Router (Yue et al., 2025) learns to route LLMs
specifically for multi-agent systems. Routing strate-
gies have expanded to encompass multiple dimen-
sions: SkillOrchestra (Wang et al., 2026a) routes
agents via skill transfer, DyTopo (Lu et al., 2026b)
employs dynamic topology routing via semantic
matching, and CASTER (Liu et al., 2026c) breaks
the cost-performance barrier in multi-agent orches-
tration. Budget-aware routing (Zhang et al., 2026a)
and ODAR’s active inference routing (Ma et al.,
2026a) focus on resource constraints. Adaptive
VLM routing for computer-use agents is addressed
in (Liu et al., 2026e), CAMAR (Pshenitsyn et al.,
2026) handles continuous-action multi-agent rout-
ing, and query-aware budget-tier routing for run-
time agent memory is proposed in (Zhang et al.,
2026d). Additional frameworks include optimal
agent selection (Wang et al., 2025b) and general-
ized routing for model-agent orchestration (Guo
et al., 2025). For multi-agent systems operating

under resource constraints, confidence-aware rout-
ing (Wang et al., 2026b) dynamically allocates
tasks across models of varying scale based on esti-
mated task difficulty, reducing cost without sacri-
ficing quality.

3.2 Multi-Agent Composition &
Orchestration

Modern agent harnesses increasingly treat agents as
composable, modular entities rather than mono-
lithic systems. This subsection examines how
Layer 1 orchestrates concurrent subagent spawn-
ing, delegation, and synchronized state handoffs.
Two dominant composition patterns have emerged.
The first is lightweight, educational orchestration,
exemplified by OpenAI’s Swarm (OpenAI, 2024),
which models handoffs as explicit function-call
transfers between peer agents with minimal over-
head. The second is hierarchical subagent archi-
tectures, as seen in Anthropic’s subagent system
(Anthropic, 2025b) and Kimi K2.5’s visual agentic
intelligence (Team et al., 2026), where a parent
agent dynamically spawns specialized child agents
and aggregates their results. Compass (Wan et al.,
2025) maintains an evolving context representation
that prevents the loop from losing coherence over
long horizons in multi-agent settings.

Beyond these architectural patterns, orchestrat-
ing multiple agents requires robust framework-
level support to manage communication and task
delegation. At the framework level, CrewAI
(Moura, 2025) provides role-based orchestration
for teams of autonomous agents, while Orchestral
AI (Roman and Roman, 2026) proposes a general-
purpose orchestration framework with formalized
communication protocols. A declarative language
for specifying agent workflows, separating orches-
tration logic from agent implementation, is intro-
duced in (Daunis, 2025).

3.3 Autonomous Loop, Resilience &
Human-in-the-Loop

Beyond routing and composition, the autonomous
loop itself must be resilient to non-termination
and drift. When the system encounters reason-
ing dead-ends, API failures, or environmental ex-
ceptions, Layer 1 executes deterministic resilience
mechanisms to ensure continuous forward momen-
tum. These include structured retry logic with ex-
ponential backoffs, error-classification-based re-
covery routing, and graceful degradation to lower-
capability models when primary endpoints are un-
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available (Jin et al., 2025). Event-sourced architec-
tures (dos Santos Filho, 2026) provide an additional
recovery primitive: because every state transition
is logged as an immutable event, the system can
deterministically replay execution from any prior
checkpoint, enabling precise failure diagnosis and
branch-level recovery. The degree of human in-
volvement in the loop spans a wide spectrum: from
full human-in-the-loop oversight (Natarajan et al.,
2025; Fu et al., 2025) to test-time self-improvement
with only intermittent guidance (He et al., 2025),
and to fully closed-loop planning agents such as
PlanAgent (Zheng et al., 2026c), reflecting the au-
tonomy tiers discussed in our taxonomy. Critically,
these recovery mechanisms operate as a cross-
layer feedback loop (Yuksel et al., 2025) which en-
ables self-correcting workflows (Xiao et al., 2026)
where the harness autonomously detects, diagnoses,
and recovers from failures without human interven-
tion. As models internalize stronger self-correction
capabilities, simple orchestration loops become re-
dundant, yet multi-agent compositions and cross-
model routing create new, inherently infrastructural
orchestration demands. This shifts Layer 1’s cen-
ter of gravity from compensating for model weak-
nesses to enabling system-level capabilities that
transcend any individual model.

4 Layer 2: Context & Trajectory
Management Layer

4.1 State Compaction

As agent trajectories grow, the fixed-size con-
text window becomes a critical bottleneck, a phe-
nomenon we term Context Rot, where accumu-
lated irrelevant tokens progressively degrade rea-
soning quality. Layer 2 addresses this through so-
phisticated state compaction strategies. A foun-
dational line of work focuses on prompt compres-
sion: LongLLMLingua (Jiang et al., 2024) acceler-
ates long-context processing via token-level impor-
tance scoring and selective eviction, while Long-
CodeZip (Shi et al., 2025) applies domain-specific
compression for code contexts. ACon (Kang et al.,
2025) optimizes compression specifically for long-
horizon agent tasks, balancing information reten-
tion against token budget.

A complementary approach is agent-aware con-
text pruning, which leverages the structure of agen-
tic execution to identify dispensable content. SWE-
Pruner (Wang et al., 2026e) performs self-adaptive
pruning for coding agents by learning which reposi-

tory context is task-relevant, and SafeSieve (Zhang
et al., 2026e) applies progressive pruning to multi-
agent communication channels. Notably, the “Com-
plexity Trap” is demonstrated in (Lindenbauer
et al., 2025): simple observation masking can
match the effectiveness of expensive LLM-based
summarization for agent context management, chal-
lenging the assumption that more sophisticated
compression is always better.

For longer horizons, context folding and scal-
ing methods restructure rather than discard in-
formation. Context-folding (Sun et al., 2025a)
hierarchically summarizes historical trajectories,
while summarization-based context management
(Lu et al., 2025b) integrates end-to-end RL to learn
what to retain. Mem1 (Zhou et al., 2025b) syn-
ergizes memory with reasoning to maintain effi-
ciency, and pretraining context compressors with
embedding-based memory is proposed in (Dai
et al., 2025). HiAgent (Hu et al., 2025a) intro-
duces hierarchical working memory management
for solving long-horizon agent tasks. The evalua-
tion of these strategies is supported by dedicated
benchmarks: ContextBench (Li et al., 2026a) and
SWE Context Bench (Zhu et al., 2026a) measure
context retrieval quality in coding agents, and Long-
CodeBench (Rando et al., 2025) evaluates perfor-
mance at the 1M-token scale.

4.2 Trajectory Persistence & Observability
Beyond in-context management, Layer 2 must per-
sist the agent’s execution history to external stor-
age for recovery, replay, and continuous learning.
This involves two core primitives. Trajectory re-
duction (Xiao et al., 2025) compresses execution
traces into compact representations suitable for
storage and retrieval, while semantic checkpoint-
ing (Roshan et al., 2025) captures not just code
state but the agent’s epistemic context, including
reasoning chains and environmental snapshots, at
designated points. Notebook checkpointing with
AI agents at scale is evaluated in (Fang et al.,
2025a), validating the practical benefits of trajec-
tory persistence for reproducibility. At the infras-
tructure level, durable execution runtimes such as
LangGraph’s durable execution layer (LangChain,
2026a) provide fault-tolerant, long-running execu-
tion with built-in checkpointing, enabling agents
to survive process restarts and resume from their
last consistent state. This capability is essential
for the multi-hour and multi-day agent sessions in-
creasingly common in software engineering and
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research tasks.
Layer 2 also decouples observability from the

model’s working memory. Rather than burdening
the context window with execution logs, the har-
ness securely records every tool invocation, state
mutation, and API call into an immutable, struc-
tured trace graph. AgentTrace (AlSayyad et al.,
2026) provides a structured logging framework
specifically designed for agent system observabil-
ity, while AgentSight (Zheng et al., 2025) leverages
eBPF for system-level, low-overhead monitoring
of agent processes. These telemetry systems ensure
the “black box” remains fully transparent to human
operators for compliance, post-hoc debugging, and
performance analysis, without polluting the agent’s
epistemic state. It is worth noting that Layer 2 is
perhaps the most sensitive to Model-Harness co-
evolution: larger context windows (from 4K to 1M+
tokens) have absorbed some compression needs,
yet paradoxically increase the demand for trajec-
tory management, longer contexts enable longer
agent sessions, which generate more state to persist,
audit, and compact. As models gain native memory
capabilities, the harness role shifts from provid-
ing memory to governing it: ensuring provenance,
preventing poisoning, and managing cross-session
consistency.

4.3 Agent Memory and Self-evolving
Architecture

Memory Systems. Agent memory extends trajec-
tory persistence into a structured, queryable knowl-
edge layer. The landscape ranges from production-
ready platforms to research prototypes. Mem0
(Chhikara et al., 2025) provides scalable long-
term memory with automatic extraction and re-
trieval, while Zep (Rasmussen et al., 2025) or-
ganizes agent memory as a temporal knowledge
graph. At the research frontier, MemGPT (Packer
et al., 2023) pioneers an OS-inspired memory hi-
erarchy that pages information between fast (con-
text window) and slow (external storage) tiers. A-
Mem (Xu et al., 2025) introduces agentic mem-
ory that self-organizes based on usage patterns,
HippoRAG (Gutiérrez et al., 2024) draws on neu-
roscience (specifically hippocampal indexing the-
ory) for neurobiologically inspired long-term re-
trieval, and Nemori (Nan et al., 2025) proposes
self-organizing memory inspired by cognitive sci-
ence. SimpleMem (Liu et al., 2026b) demonstrates
that long horizon memory can be achieved with
surprisingly simple architectures, and general agen-

tic memory via deep research is explored in (Yan
et al., 2025).

For multi-agent settings, G-Memory (Zhang
et al., 2025c) traces hierarchical memory struc-
tures across agent teams, and MemAgent (Yu et al.,
2025) reshapes long-context processing via multi-
conversation RL-based memory agents. The ques-
tion of how to remember is itself an active research
area: Adaptive memory structures that dynami-
cally select storage strategies are studied in (Lu
et al., 2026a), while provenance-aware tiered mem-
ory that trades lossy compression for verified re-
call is proposed in (Zhu et al., 2026b). The ef-
fect of model memory on LLM performance in
annotation tasks is demonstrated in (Timoneda and
Vera, 2025), and memory evaluation through incre-
mental multi-turn interactions is conducted in (Hu
et al., 2025b). A roadmap for lifelong learning of
LLM-based agents is provided in (Zheng et al.,
2026a). Evaluation is supported by interactive
benchmarks such as AMemGym (Jiayang et al.,
2026), which tests memory in long-horizon con-
versational settings. The security of these memory
systems is also a growing concern, as memory poi-
soning attacks against memory-augmented agents
are demonstrated in (Sunil et al., 2026).

Self-Evolving Architectures. A defining aspira-
tion of Layer 2 is enabling agents that improve
over their operational lifetime without retraining
the underlying model. The Darwin Godel Machine
(Zhang et al., 2025d) explores open-ended self-
modification, while Live-SWE-agent (Xia et al.,
2025) demonstrates on-the-fly self-evolution for
software engineering tasks. EvoAgent (Feng et al.,
2025) maintains a continual world model that
adapts as the agent encounters new domains, and
agentic context engineering (Zhang et al., 2025e)
proposes evolving the context construction strategy
itself. RL-based approaches, including MemRL
(Zhang et al., 2026f) and RAGEN (Wang et al.,
2025d), use episodic reinforcement learning to re-
fine memory and retrieval policies through experi-
ence.

The self-evolution paradigm has been explored
across multiple dimensions. Prompt and strat-
egy evolution includes GEPA (Agrawal et al.,
2025), which shows reflective prompt evolution
can outperform reinforcement learning, and dy-
namic cheatsheets (Suzgun et al., 2026) for test-
time learning with adaptive memory. Domain-
specific self-improvement has been demonstrated
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for ML library development (Zhang et al., 2025a),
AI accelerator kernel optimization (Zhang et al.,
2025b), and clinical interactions (Almansoori et al.,
2025). AgentFly (Zhou et al., 2025a) achieves
agent fine-tuning without fine-tuning the under-
lying LLM. Co-evolutionary approaches include
multi-agent evolution through co-evolution (Chen
et al., 2025b), WebEvolver’s co-evolving world
model (Fang et al., 2025b), SEAgent (Sun et al.,
2025b), and EvoConfig’s self-evolving multi-agent
configuration (Guo et al., 2026). Tool-oriented self-
evolution is addressed by Tool-R0 (Acikgoz et al.,
2026), which learns tool use from zero data, and
EvoTool (Yang et al., 2026a), which optimizes tool-
use policies via blame-aware mutation. MemSkill
(Zhang et al., 2026c) learns and evolves memory
skills, and Evo-Memory (Wei et al., 2025) bench-
marks test-time self-evolving memory. The fail-
ure mode of over-searching in search-augmented
LLMs is analyzed in (Xie et al., 2026). However,
self-evolution introduces risks: emergent misevo-
lution, where agents develop unintended behaviors
through unconstrained self-modification, is docu-
mented in (Shao et al., 2025).

Agentic Skills. A closely related paradigm is
the acquisition and management of agentic skills,
which are reusable, composable behavioral mod-
ules that extend an agent’s capabilities without
modifying its weights. A systematization of knowl-
edge on agentic skills, distinguishing them from
simple tool use, is provided in (Jiang et al., 2026),
and the architecture, acquisition, and security of
agent skills are surveyed in (Xu and Yan, 2026).
Major platforms have embraced this paradigm: An-
thropic’s Agent Skills launch (Anthropic, 2025a) in-
tegrates skill systems into production agents, while
SkillClaw (Ma et al., 2026b) enables collective skill
evolution across agent clusters through cloud-based
sharing. A data-driven analysis of Claude’s skill
ecosystem is provided in (Ling et al., 2026).

Skill acquisition and routing has been studied
extensively. SkillCraft (Chen et al., 2026a) stud-
ies whether agents can learn to use tools skill-
fully through practice, SkillRouter (Zheng et al.,
2026b) addresses efficient skill selection at scale
via retrieve-and-rerank, and SkillReducer (Gao
et al., 2026) optimizes skills for token efficiency.
AutoSkill (Yang et al., 2026c) enables experience-
driven lifelong learning through skill self-evolution,
EvoSkill (Alzubi et al., 2026) automates skill dis-
covery for multi-agent systems, and programmatic

skills for agentic tasks are induced in (Wang et al.,
2025e). CUA-Skill (Chen et al., 2026b) develops
skills for computer-using agents, reasoning is en-
hanced via compositional skill synthesis in (Jiao
et al., 2026), and SAGE (Wang et al., 2025c) pro-
vides a broader framework for skill-augmented gen-
eration. When single agents with skills can replace
multi-agent systems and when they fail is investi-
gated in (Li, 2026b), while SkillsBench (Li et al.,
2026e) provides a dedicated benchmark for evalu-
ating skill effectiveness across diverse tasks.

5 Layer 3: Interaction Surface &
Execution Environment

5.1 Standardized Protocols & Interaction
Surface

Because LLMs are inherently disembodied, Layer
3 provides the sensory and actuation organs
through which agents interact with the external
world. A critical design challenge is protocol stan-
dardization: how should the harness expose tools,
APIs, and environments to the model? The dom-
inant approach relies on delayed-discovery proto-
cols such as the Model Context Protocol (MCP),
which binds external APIs dynamically and em-
ploys progressive disclosure to prevent context sat-
uration during initialization. However, the secu-
rity implications of such open protocols are non-
trivial: it has been demonstrated that the MCP spec-
ification itself introduces prompt injection vulner-
abilities in tool-integrated agents (Maloyan and
Namiot, 2026). Alternative approaches include
UTCP’s Code-Mode (Universal Tool Calling Pro-
tocol, 2026), which provides a plug-in architecture
for extending agent capabilities through structured
code interfaces. Beyond tool-binding protocols,
a parallel standardization effort targets agent-to-
agent (A2A) communication. Current multi-agent
message passing remains largely ad hoc; Yuan et al.
(2026b) argue that moving beyond raw message
passing toward semantically aligned agent commu-
nication is essential for robust multi-agent coordina-
tion. Google’s A2A protocol represents a concrete
step in this direction, though its security properties
require careful scrutiny: Louck et al. (2025) iden-
tify vulnerabilities in the A2A specification related
to sensitive data exposure and propose protocol-
level mitigations, while A2ASecBench (Li et al.,
2026d) provides the first protocol-aware security
benchmark for evaluating agent-to-agent multi-
agent systems.
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5.2 Tool Use & Code Execution

The tool-use interface defines how agents discover,
select, and invoke functional tools. A comprehen-
sive review of the evolution from language un-
derstanding to action execution in LLM agents
is provided in (Chowa et al., 2026). A notable
trend is agent-driven tool creation: agents can
autonomously synthesize new tools when exist-
ing ones are insufficient (Wölflein et al., 2025).
Tool reliability is equally critical; methods for de-
tecting defects in LLM-based agent tools before
deployment are proposed in (Ning et al., 2026).
For agents operating under resource constraints,
intention-based planning that optimizes tool invo-
cation sequences under explicit budget limits is
introduced in (Liu et al., 2026a). ToolSandbox (Lu
et al., 2025a) provides a stateful, conversational
benchmark for evaluating tool-use capabilities in
realistic multi-turn settings, and agent robustness
when APIs deviate from their idealized specifica-
tions is evaluated in (Kim et al., 2026).

While functional APIs provide structured ca-
pabilities, many complex tasks demand a more
open-ended interaction modality. Beyond discrete
tool calls, many agentic tasks require arbitrary
code execution in terminal or REPL environments.
Terminal-Bench (Merrill et al., 2026) benchmarks
agents on hard, realistic command-line tasks, re-
vealing that current agents struggle with stateful ter-
minal interactions that require maintaining environ-
mental context across commands. For GUI-based
interaction, UI-TARS (Qin et al., 2025) pioneers
native GUI agents that interact directly with visual
interfaces, while WebOperator (Dihan et al., 2025)
employs action-aware tree search for autonomous
web navigation. Two paradigms for geospatial
agents, function calling versus code generation, are
compared in (Luo et al., 2026), finding that the opti-
mal interaction modality depends on task complex-
ity. These diverse interaction surfaces underscore
the need for Layer 3 to provide a unified abstrac-
tion over heterogeneous execution environments.
Indeed, as models gain native function-calling and
code-generation capabilities, simple tool interfaces
become redundant, yet complex, OpenClaw-class
applications demand richer sandboxing, protocol
standardization, and multi-modal interaction sur-
faces that only the harness can provide. The evo-
lution from ReAct-style single tool calls to full
terminal and GUI execution illustrates this clearly:
each advance in model capability unlocks more

ambitious applications, which in turn require more
sophisticated execution environments.

6 Layer 4: Constraints & Guardrails
Layer

6.1 Sandboxing & Execution Environments

Layer 4 enforces strict hardware or kernel-level
isolation to contain erratic or adversarial agent
behavior. The design space for agent sandbox-
ing has been formalized in (LangChain, 2026b),
identifying two fundamental patterns: agent-in-
sandbox (the agent runs inside a constrained con-
tainer) and sandbox-as-tool (the agent invokes
sandboxed environments as external resources).
Anthropic’s sandbox-runtime (Anthropic, 2026b)
exemplifies production-grade isolation for agent
execution, while SWE-MiniSandbox (Yuan et al.,
2026a) and SWE-World (Sun et al., 2026) explore
container-free and Docker-free alternatives that re-
duce overhead. LLM-in-sandbox architectures are
shown to elicit general agentic intelligence through
environmental grounding (Cheng et al., 2026).

The sandbox paradigm extends across diverse
application domains. For web agents, Cellmate
(Meng et al., 2025) sandboxes browser AI agents,
and DeepResearchGym (Coelho et al., 2025) pro-
vides a reproducible evaluation sandbox for deep re-
search. AgentBay (Piao et al., 2025) provides a hy-
brid interaction sandbox enabling seamless human-
AI intervention. Domain-specific sandboxes in-
clude Sari Sandbox (Gajo et al., 2025) for virtual re-
tail environments and SandboxSocial (Touzel et al.,
2025) for simulating social media dynamics with
multimodal agents. R2E-Gym (Jain et al., 2025)
provides procedural environments with hybrid ver-
ifiers for scaling open-weight SWE agents. Impor-
tantly, static sandboxes are argued to be fundamen-
tally inadequate for modeling societal complexity,
with open-ended co-evolutionary environments ad-
vocated as an alternative (Chen et al., 2025a). UI-
TARS-2 (Wang et al., 2025a) advances GUI agent
capabilities through multi-turn reinforcement learn-
ing within sandboxed environments.

6.2 Governance Boundaries

Because LLM outputs are inherently probabilistic,
Layer 4 imposes deterministic governance bound-
aries on every action before and after execution.
Pre-execution constraints include schema-enforced
constrained decoding, static code analysis, and
plan validation. POLARIS (Moslemi et al., 2026)
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demonstrates typed planning with governed execu-
tion for back-office automation, where each agent
action is validated against a formal type system be-
fore being dispatched. ContextCov (Sharma, 2026)
takes a complementary approach: it derives exe-
cutable constraints directly from natural-language
instruction files, automatically enforcing coverage
requirements that would otherwise depend on man-
ual review.

While pre-execution constraints ensure struc-
tural validity, runtime governance must restrict
what the agent is allowed to access. Effective per-
mission management for agents requires moving
beyond static access control models designed for
human users. Anthropic’s sandbox-runtime (An-
thropic, 2026b) enforces execution-time permis-
sion boundaries, while a comprehensive framework
for securing agent execution across the full lifecy-
cle is proposed in (Bühler et al., 2025). BashArena
(Kaufman et al., 2025) provides a controlled setting
for studying highly privileged agents, those with
root-level system access, revealing the catastrophic
potential of insufficient permission scoping.

Traditional access control paradigms, however,
struggle to accommodate the dynamic nature of
autonomous execution. The core challenge is that
agents operate with transient authority: their need
for a specific resource is contingent on a fleeting
sub-task, not a persistent role. Current RBAC mod-
els over-provision by design. As discussed in our
Future Directions (Section 7), we argue for a transi-
tion toward Intent-Based Access Control (IBAC),
where permissions are dynamically scoped to the
agent’s verified reasoning chain.

6.3 Agent Injection Attacks and Defenses
The expanded interaction surface of agentic sys-
tems introduces a critical vulnerability class: agent
injection, where adversarial content in the environ-
ment manipulates agent behavior. The security im-
plications of the skill paradigm are particularly sig-
nificant. Beyond skill injection attacks (Schmotz
et al., 2025), a large-scale empirical study of secu-
rity vulnerabilities in agent skills in the wild is con-
ducted in (Liu et al., 2026f), and hidden-comment
injection where skills contain concealed malicious
instructions is demonstrated in (Wang et al., 2026c).
Most concerning, “zombie agents” achieving per-
sistent control of self-evolving LLM agents via
self-reinforcing injections is shown in (Yang et al.,
2026b), and the prevalence of malicious agent skills
is further documented in (Liu et al., 2026g). This

threat operates at multiple levels. At the skill level,
Skill-Inject (Schmotz et al., 2026) shows that agent
skill files, intended as benign behavioral extensions,
can serve as a trivially exploitable injection vector.
AgentDyn (Li et al., 2026b) provides a dynamic,
open-ended benchmark for evaluating the robust-
ness of real-world agent security systems against
these attacks.

A concentrated body of work around the Open-
Claw platform illustrates the full attack-defense
lifecycle. Offensive studies formalize attacks on
personalized local agents (Wang et al., 2026f;
Manik and Wang, 2026), while defensive responses
include ClawKeeper (Liu et al., 2026d), a compre-
hensive safety layer combining skill validation, plu-
gin sandboxing, and runtime watchers, and Open-
Claw PRISM (Li, 2026a), a zero-fork, defense-
in-depth runtime security layer. Trajectory-based
auditing (Chen et al., 2026c) offers a post-hoc
safety mechanism by analyzing execution traces
for anomalous patterns. These findings generalize
beyond any single platform: they demonstrate the
fundamental tension between agent extensibility
and security that every harness must navigate.

For web-facing agents, WebSentinel (Wang
et al., 2026d) detects and localizes prompt injec-
tion attacks in real time, while ReasAlign (Li
et al., 2026c) enhances safety alignment specifi-
cally against injection attacks through reasoning-
enhanced alignment training. At the system level,
Layer 4 runs parallel input/output filtering and
security checks as an independent governance
layer; if a policy deviation is detected, it triggers
a “fail-fast” rollback before catastrophic side ef-
fects occur. The mechanisms required to tame
autonomous agent threats are analyzed in (Deng
et al., 2026), and a systematic study of secu-
rity threat architectures and defense patterns is
provided in (Ying et al., 2026). These concur-
rent guardrails complement governance boundaries:
while the latter enforce structural validity, runtime
monitors detect semantic policy violations, such as
attempts at unauthorized data exfiltration or lateral
movement, that cannot be caught through static
analysis alone. Crucially, safety governance cannot
be delegated to the very system being governed.
As more capable models unlock higher-autonomy
applications, they inherently expand the attack sur-
face, making Layer 4 an irreducible and increas-
ingly vital component of the Agent Harness.
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7 Challenges and Future Directions

Across the four layers surveyed, a consistent pat-
tern emerges: the Agent Harness is not a static
scaffold but a co-evolutionary partner to the under-
lying model. Yet this co-evolution is fundamentally
asymmetric. For Layers 1 through 3 (Orchestra-
tion, Context, and Environment), the relationship
follows a “Bitter Lesson” logic: as base models
inevitably internalize higher-order planning, native
tool calling, and extended context windows, the
compensatory mechanisms built into the harness
become obsolete. A robust Harness in these lay-
ers must be “Built to Delete.” Conversely, Layer
4 (Constraints & Guardrails) exhibits a monotoni-
cally increasing relationship with model capability.
As more capable models unlock higher-autonomy
applications, they inherently expand the attack sur-
face, making Layer 4 the irreducible core of the
Agent Harness. Two critical challenges and future
directions follow directly from this asymmetry.

7.1 The Evaluation Crisis: Disentangling
Model from Harness.

Prevailing benchmarks evaluate the monolithic
agent system, conflating the inherent capability
of the model with the capability of its surround-
ing Harness. Swapping the same model into a
different harness yields dramatically different re-
sults, yet harness improvements remain invisible
to model-centric leaderboards (Lee et al., 2026).
This conflation is compounded by two symptoms:
(1) a reproducibility crisis, where transient network
states, residual inter-run interference, and rigid
string-matching protocols produce false negatives
and unscientific variance; and (2) Model-Harness
overfitting, where post-training (RLHF/DPO) on a
specific harness’s tool schemas causes catastrophic
generalizability loss in heterogeneous deployments.
Addressing this requires a disentangling model
from harness of evaluation, which measures ab-
solute reliability over k continuous execution steps,
as well as quantifying capabilities extrinsic to the
base model, such as a Harness’s ability to com-
press historical trajectories, shed redundant execu-
tion logs, and clear ’AI Slop’ (hallucinated states
or irrelevant artifacts).

7.2 Toward Next-Generation Agent
Infrastructure.

Looking ahead, this asymmetric co-evolution
drives a fundamental transition in computing in-

frastructure. As models absorb capabilities that
were once the Harness’s domain, the infrastructure
must not cling to deprecated responsibilities but
instead evolve toward new primitives optimized
for autonomous agents. We identify four emerging
pillars of this transition:

Beyond Git (Semantic Trajectory Tracking).
Traditional version control systems (like Git’s
diffing algorithms) are fundamentally inadequate
for tracking non-deterministic AI agent execution.
Because these agents lack inherent memory be-
tween execution steps, the future requires Semantic
Checkpointing systems. Beyond merely record-
ing code changes, these systems must capture the
agent’s epistemic context, hidden reasoning trees,
and the environmental state at the moment of gener-
ation. This allows for precise state reconstruction,
enabling developers to debug not just the code, but
the non-deterministic “thought process” that led to
a specific failure or success.

Durable Execution. We must transcend the state-
less assumptions of modern Serverless architec-
tures. As agent execution horizons stretch from
minutes to days, the infrastructure’s core responsi-
bility shifts from aiding “thought” to ensuring sur-
vival. Agents require long-running, fault-tolerant
runtimes capable of surviving API rate limits, net-
work partitions, and reasoning dead-ends. This
necessitates primitives that allow execution states
to be explicitly paused, serialized, replayed, and
forked mid-execution to explore alternative plan-
ning branches without losing progress.

From Manual Forking to Autonomous Semantic
Isolation. Current state-of-the-art infrastructures
provide mechanisms for session forking and con-
tainerization to prevent state contamination. How-
ever, these operations remain primarily human-
driven, relying on the operator to manually initiate
isolation. We argue that a next-generation Agent
Harness must internalize this governance. The in-
frastructure should possess semantic awareness, the
ability to autonomously synthesize ephemeral, task-
specific sandboxes by anticipating the potential
“blast radius” of an agent’s intent. By shifting the
responsibility of environmental partitioning from
the human operator to the Harness, we enable a
robust, self-governing runtime capable of enforc-
ing the principle of least privilege at a granular,
sub-task level.
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From Static RBAC to Intent-Based Access Con-
trol (IBAC). Current security models (e.g., IAM,
RBAC) are designed for persistent human identities
with predictable access patterns. However, agents
operate with “transient authority,” where their need
to access a resource (e.g., a production database) is
contingent upon a specific, fleeting sub-task. We
identify a critical gap in Least-Privilege Orches-
tration: the infrastructure must evolve to support
Intent-Based Access Control, where permissions
are cryptographically bound to the agent’s verified
reasoning chain. By analyzing the agent’s plan
ante-hoc, the Harness should dynamically mint
short-lived, narrow-scoped tokens that expire im-
mediately upon task completion, preventing “agen-
tic over-privilege” and lateral movement within the
system.

8 Conclusion

This survey has systematized the Agent Harness
as a four-layered architectural stack and revealed
a fundamental asymmetry in its co-evolution with
foundation models. As agents move from proto-
types to production, the Harness will determine not
only performance, but survivability.

Limitations

This survey has several limitations. First, our scope
is deliberately constrained to the infrastructure di-
mension of agentic systems; we do not provide an
exhaustive treatment of model-intrinsic capabili-
ties such as reasoning or planning, except insofar
as they interact with harness design. Second, the
Agent Harness landscape is evolving rapidly, many
systems discussed here are open-source projects
or preprints whose architectures may change sig-
nificantly between the time of writing and pub-
lication. Third, our four-layer taxonomy, while
designed to be comprehensive, necessarily imposes
categorical boundaries on systems that often exhibit
cross-layer integration; the placement of individual
works reflects our best judgment but is not always
unambiguous. Finally, our evaluation of commer-
cial and closed-source systems (e.g., proprietary
coding agents) is limited to publicly available doc-
umentation and technical reports.
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A Summary Tables of Agent Harness

Tables 1–6 provide a structured overview of all re-
search works surveyed in this paper, organized by
the four-layer taxonomy introduced in Section 2.
Each entry is classified by its primary contribution
type: Framework (reusable system or platform),
Method (novel technique or algorithm), Benchmark
(evaluation dataset or protocol), Survey (literature
review), Tool (specific software artifact), or Analy-
sis (empirical study or position paper).

19



Research Works Meth.
Fw.

Bench.
Eval.

Featured
Functionality

Layer Coverage

L1 L2 L3 L4

Young (Young, 2025) ✗ ✗ long-running agent harness management ✓ ✓ ✗ ✗
Pan et al. (Pan et al., 2026) ✓ ✓ natural-language harness design ✓ ✓ ✓ ✗

He et al. (He et al., 2026) ✓ ✗
harness as control, agency,

and runtime layer ✓ ✓ ✓ ✓

Bui (Bui, 2026) ✓ ✗
terminal coding agent scaffolding,

context engineering, lessons learned ✓ ✓ ✓ ✗

Lopopolo† (Lopopolo, 2026) ✗ ✗ Codex-based harness engineering ✓ ✓ ✓ ✗

Schmid† (Schmid, 2026) ✗ ✗ agent harness importance analysis ✓ ✓ ✓ ✓

Parallel† (Parallel Web Systems, 2025) ✗ ✗ agent harness concept overview ✓ ✓ ✓ ✓

Table 1: Agent Harness foundations: cross-layer conceptual works. †Blog/documentation.

Research Works Domain Meth.
Fw.

Bench.
Eval.

Featured
Functionality

Autonomy
Tier

Model & Agent Routing
EvoRoute (Zhang et al., 2026b) General ✓ ✗ experience-driven self-routing T2
Best-Route (Ding et al., 2025) General ✓ ✗ test-time optimal compute routing T1
MASRouter (Yue et al., 2025) General ✓ ✗ multi-agent system routing learning T2
Liu et al. (Liu et al., 2026e) GUI ✓ ✗ adaptive VLM routing for computer use T3
CAMAR (Pshenitsyn et al., 2026) General ✓ ✗ continuous-action multi-agent routing T2
SkillOrchestra (Wang et al., 2026a) General ✓ ✗ skill-transfer-based agent routing T2
DyTopo (Lu et al., 2026b) General ✓ ✗ semantic-matching topology routing T2
Wang et al. (Wang et al., 2026b) General ✓ ✗ confidence-aware multi-scale routing T2
Zhang et al. (Zhang et al., 2026d) General ✓ ✗ query-aware budget-tier memory routing T1
CASTER (Liu et al., 2026c) General ✓ ✗ context-aware task-efficient routing T1
Zhang et al. (Zhang et al., 2026a) General ✓ ✗ boundary-guided budget-aware routing T1
ODAR (Ma et al., 2026a) General ✓ ✗ active-inference adaptive routing T2
Wang et al. (Wang et al., 2025b) General ✓ ✗ state-aware optimal agent selection T2
Guo et al. (Guo et al., 2025) General ✓ ✗ generalized model-agent orchestration T2

Multi-Agent Composition & Orchestration
Compass (Wan et al., 2025) General ✓ ✗ evolving context for long-horizon reasoning T3
Claude Subagents† (Anthropic, 2025b) Code ✓ ✗ custom AI subagent spawning T3
Kimi K2.5 (Team et al., 2026) GUI ✓ ✗ visual agentic intelligence T3
Swarm⋆ (OpenAI, 2024) General ✓ ✗ lightweight multi-agent orchestration T2
CrewAI⋆ (Moura, 2025) General ✓ ✗ role-playing agent orchestration T3
Daunis (Daunis, 2025) General ✓ ✗ declarative agent workflow language T2
Orchestral AI (Roman and Roman, 2026) General ✓ ✗ general-purpose agent orchestration T3

Autonomous Loop, Resilience & Human-in-the-Loop
Jin et al. (Jin et al., 2025) General ✓ ✗ adaptive fault tolerance in cloud LLMs T4
ESAA (dos Santos Filho, 2026) General ✓ ✗ event sourcing for autonomous agents T4
Natarajan et al. (Natarajan et al., 2025) General ✗ ✗ human-in-the-loop vs AI-in-the-loop T3
Fu et al. (Fu et al., 2025) General ✓ ✗ LLM + non-monotonic reasoning + HITL T3
He et al. (He et al., 2025) General ✓ ✗ test-time learning with human guidance T3
PlanAgent (Zheng et al., 2026c) Embodied ✓ ✗ closed-loop vehicle motion planning T4
Yuksel et al. (Yuksel et al., 2025) General ✓ ✗ iterative refinement via LLM feedback T3
Xiao et al. (Xiao et al., 2026) Research ✓ ✗ autonomous combustion research agent T4
Ferrag et al. (Ferrag et al., 2025) General ✗ ✗ LLM reasoning to autonomous agents survey T4

Table 2: Summary of Layer 1 (Execution & Orchestration) research works. Autonomy tiers: T1=Operator,
T2=Collaborator, T3=Approver, T4=Observer. ⋆Open-source repository. †Blog/documentation.
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Research Works Domain Meth.
Fw.

Bench.
Eval.

Capability Featured
Functionality

Mem Cmp Trj

Memory Systems
Mem0 (Chhikara et al., 2025) General ✓ ✗ ✓ ✗ ✗ scalable production long-term memory
Zep (Rasmussen et al., 2025) General ✓ ✗ ✓ ✗ ✗ temporal knowledge graph memory
Timoneda et al. (Timoneda and Vera, 2025) General ✓ ✗ ✓ ✗ ✗ memory effects on LLM annotation
AMemGym (Jiayang et al., 2026) General ✗ ✓ ✓ ✗ ✗ interactive memory benchmarking
Hu et al. (Hu et al., 2025b) General ✗ ✓ ✓ ✗ ✗ incremental multi-turn memory eval
Nemori (Nan et al., 2025) General ✓ ✗ ✓ ✗ ✗ self-organizing cognitive memory
MemGPT (Packer et al., 2023) General ✓ ✗ ✓ ✓ ✗ LLM as operating system with memory tiers
A-Mem (Xu et al., 2025) General ✓ ✗ ✓ ✗ ✗ agentic self-organizing memory
MemAgent (Yu et al., 2025) General ✓ ✗ ✓ ✗ ✗ multi-conv RL-based memory agent
G-Memory (Zhang et al., 2025c) Multi ✓ ✗ ✓ ✗ ✓ hierarchical multi-agent memory tracing
HippoRAG (Gutiérrez et al., 2024) General ✓ ✗ ✓ ✗ ✗ neurobiological long-term memory
SimpleMem (Liu et al., 2026b) General ✓ ✗ ✓ ✗ ✗ efficient lifelong memory for agents
Yan et al. (Yan et al., 2025) Research ✓ ✗ ✓ ✗ ✗ agentic memory via deep research
Lu et al. (Lu et al., 2026a) General ✓ ✗ ✓ ✗ ✗ adaptive memory structure selection
Zhu et al. (Zhu et al., 2026b) General ✓ ✗ ✓ ✓ ✗ provenance-aware tiered memory
Zheng et al. (Zheng et al., 2026a) General ✗ ✗ ✓ ✗ ✗ lifelong learning roadmap for agents
Sunil et al. (Sunil et al., 2026) Security ✓ ✗ ✓ ✗ ✗ memory poisoning attack and defense

Context Compression
ACON (Kang et al., 2025) General ✓ ✗ ✗ ✓ ✗ long-horizon agent context compression
LongLLMLingua (Jiang et al., 2024) General ✓ ✗ ✗ ✓ ✗ prompt compression via token scoring
Lu et al. (Lu et al., 2025b) General ✓ ✗ ✓ ✓ ✗ summarization-based context management
LongCodeBench (Rando et al., 2025) Code ✗ ✓ ✗ ✓ ✗ 1M-token coding evaluation
Context-Folding (Sun et al., 2025a) General ✓ ✗ ✗ ✓ ✓ hierarchical trajectory folding
Dai et al. (Dai et al., 2025) General ✓ ✗ ✗ ✓ ✗ embedding-based context compressor
SWE-Pruner (Wang et al., 2026e) Code ✓ ✗ ✗ ✓ ✗ self-adaptive context pruning for code
Lindenbauer et al. (Lindenbauer et al., 2025) General ✓ ✗ ✗ ✓ ✗ observation masking vs summarization
LongCodeZip (Shi et al., 2025) Code ✓ ✗ ✗ ✓ ✗ long-context code compression
Mem1 (Zhou et al., 2025b) General ✓ ✗ ✓ ✓ ✗ synergize memory and reasoning
ContextBench (Li et al., 2026a) General ✗ ✓ ✗ ✓ ✗ context retrieval benchmarking
MemRL (Zhang et al., 2026f) General ✓ ✗ ✓ ✓ ✗ runtime RL on episodic memory
HiAgent (Hu et al., 2025a) General ✓ ✗ ✓ ✓ ✗ hierarchical working memory management
SWE Context Bench (Zhu et al., 2026a) Code ✗ ✓ ✗ ✓ ✗ context learning benchmarking
SafeSieve (Zhang et al., 2026e) Multi ✓ ✗ ✗ ✓ ✗ progressive multi-agent comm pruning

Trajectory Persistence & Observability
Xiao et al. (Xiao et al., 2025) General ✓ ✗ ✗ ✓ ✓ trajectory reduction for efficiency
Roshan et al. (Roshan et al., 2025) General ✓ ✗ ✗ ✗ ✓ semantic checkpointing for stateless agents
Fang et al. (Fang et al., 2025a) Code ✗ ✓ ✗ ✗ ✓ notebook checkpointing evaluation
AgentTrace (AlSayyad et al., 2026) General ✓ ✗ ✗ ✗ ✓ structured logging for observability
AgentSight (Zheng et al., 2025) General ✓ ✗ ✗ ✗ ✓ eBPF-based system-level observability
LangGraph Durable† (LangChain, 2026a) General ✓ ✗ ✗ ✗ ✓ fault-tolerant durable execution

Table 3: Summary of Layer 2 (Context & Trajectory Management) research works—Part I: Memory (Mem),
Compression (Cmp), and Trajectory Persistence & Observability (Trj). †Blog/documentation.
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Research Works Domain Meth.
Fw.

Bench.
Eval.

Capability Featured
Functionality

Evo Skl Sec

Self-Evolving Architectures
Darwin Godel Machine (Zhang et al., 2025d) General ✓ ✗ ✓ ✗ ✗ open-ended self-improving evolution
Shao et al. (Shao et al., 2025) General ✗ ✗ ✓ ✗ ✓ emergent risks in self-evolution
Live-SWE-Agent (Xia et al., 2025) Code ✓ ✗ ✓ ✗ ✗ on-the-fly SWE agent self-evolution
Zhang et al. (Zhang et al., 2025e) General ✓ ✗ ✓ ✗ ✗ evolving contexts for self-improvement
GEPA (Agrawal et al., 2025) General ✓ ✗ ✓ ✗ ✗ reflective prompt evolution
Dynamic Cheatsheet (Suzgun et al., 2026) General ✓ ✗ ✓ ✗ ✗ test-time learning with adaptive memory
Zhang et al. (Zhang et al., 2025a) Code ✓ ✗ ✓ ✗ ✗ self-improvement for ML library dev
AccelOpt (Zhang et al., 2025b) Code ✓ ✗ ✓ ✗ ✗ self-improving kernel optimization
AgentFly (Zhou et al., 2025a) General ✓ ✗ ✓ ✗ ✗ fine-tuning agents without LLM FT
Chen et al. (Chen et al., 2025b) General ✓ ✗ ✓ ✗ ✗ LLM self-improve through co-evolution
RAGEN (Wang et al., 2025d) General ✓ ✗ ✓ ✗ ✗ self-evolution via multi-turn RL
Evo-Memory (Wei et al., 2025) General ✗ ✓ ✓ ✗ ✗ benchmarking self-evolving memory
WebEvolver (Fang et al., 2025b) Web ✓ ✗ ✓ ✗ ✗ co-evolving web world model
SEAgent (Sun et al., 2025b) GUI ✓ ✗ ✓ ✓ ✗ self-evolving computer use agent
Almansoori et al. (Almansoori et al., 2025) Research ✓ ✓ ✓ ✗ ✗ self-evolving clinical simulations
EvoAgent (Feng et al., 2025) Embodied ✓ ✗ ✓ ✗ ✗ continual world model for long-horizon
Tool-R0 (Acikgoz et al., 2026) General ✓ ✗ ✓ ✓ ✗ self-evolving tool learning from zero
EvoTool (Yang et al., 2026a) General ✓ ✗ ✓ ✓ ✗ blame-aware tool-use optimization
AutoSkill (Yang et al., 2026c) General ✓ ✗ ✓ ✓ ✗ experience-driven lifelong skill evolution
MemSkill (Zhang et al., 2026c) General ✓ ✗ ✓ ✓ ✗ learning and evolving memory skills
EvoConfig (Guo et al., 2026) Multi ✓ ✗ ✓ ✗ ✗ self-evolving multi-agent configuration
Xie et al. (Xie et al., 2026) Web ✗ ✓ ✗ ✗ ✗ over-searching in search-augmented LLMs

Agentic Skills
Wang et al. (Wang et al., 2025e) General ✓ ✗ ✗ ✓ ✗ inducing programmatic skills
SkillCraft (Chen et al., 2026a) General ✗ ✓ ✗ ✓ ✗ tool-use skill learning evaluation
SoK: Skills (Jiang et al., 2026) General ✗ ✗ ✓ ✓ ✓ systematization of agentic skills
SkillReducer (Gao et al., 2026) General ✓ ✗ ✗ ✓ ✗ token-efficient skill optimization
Xu et al. (Xu and Yan, 2026) General ✗ ✗ ✓ ✓ ✓ skill architecture, acquisition, security
Ling et al. (Ling et al., 2026) Code ✗ ✗ ✗ ✓ ✓ data-driven Claude skill analysis
SkillRouter (Zheng et al., 2026b) General ✓ ✗ ✗ ✓ ✗ retrieve-and-rerank skill selection
Li (Li, 2026b) General ✓ ✗ ✗ ✓ ✗ single-agent skills vs multi-agent
EvoSkill (Alzubi et al., 2026) Multi ✓ ✗ ✓ ✓ ✗ automated multi-agent skill discovery
SkillsBench (Li et al., 2026e) General ✗ ✓ ✗ ✓ ✗ skill benchmarking across diverse tasks
CUA-Skill (Chen et al., 2026b) GUI ✓ ✗ ✗ ✓ ✗ skills for computer-using agents
Claude Skills† (Anthropic, 2025a) Code ✓ ✗ ✗ ✓ ✗ agent skill platform launch
SAGE (Wang et al., 2025c) General ✓ ✗ ✓ ✓ ✗ RL-based self-improving skill library
Jiao et al. (Jiao et al., 2026) General ✓ ✗ ✗ ✓ ✗ compositional skill synthesis
SkillClaw (Ma et al., 2026b) Multi ✓ ✗ ✓ ✓ ✗ collective skill evolution via cloud sharing

Skills Security
Schmotz et al. (Schmotz et al., 2025) Security ✗ ✗ ✗ ✓ ✓ skill-based prompt injection analysis
Liu et al. (Liu et al., 2026f) Security ✗ ✗ ✗ ✓ ✓ skill security vulnerabilities at scale
Liu et al. (Liu et al., 2026g) Security ✗ ✗ ✗ ✓ ✓ malicious skill detection study
Wang et al. (Wang et al., 2026c) Security ✗ ✗ ✗ ✓ ✓ hidden-comment skill injection
Yang et al. (Yang et al., 2026b) Security ✓ ✗ ✓ ✓ ✓ persistent control via self-reinforcing injection

Table 4: Summary of Layer 2 (Context & Trajectory Management) research works—Part II: Self-Evolving (Evo),
Agentic Skills (Skl), and Skills Security (Sec). †Blog/documentation.

Research Works Domain Meth.
Fw.

Bench.
Eval.

Interaction
Modality

Featured
Functionality

Standardized Protocols & Interaction Surface
Chowa et al. (Chowa et al., 2026) General ✗ ✗ API LLM as autonomous agent review
Ning et al. (Ning et al., 2026) General ✓ ✗ API LLM agent defect detection
Wolflein et al. (Wölflein et al., 2025) General ✓ ✗ API agents making agent tools
UTCP Code-Mode⋆ (Universal Tool Calling Protocol, 2026) Code ✓ ✗ Protocol MCP/UTCP via code execution
Yuan et al. (Yuan et al., 2026b) Multi ✓ ✗ A2A semantically aligned agent communication
Louck et al. (Louck et al., 2025) Security ✓ ✗ A2A A2A protocol sensitive data protection
A2ASecBench (Li et al., 2026d) Security ✗ ✓ A2A protocol-aware A2A security benchmark
UI-TARS (Qin et al., 2025) GUI ✓ ✗ GUI native automated GUI interaction
GeoJSON Agents (Luo et al., 2026) General ✓ ✗ API/Code function calling vs code generation
Kim et al. (Kim et al., 2026) General ✗ ✓ API real-world API complexity evaluation

Tool Use & Code Execution
WebOperator (Dihan et al., 2025) Web ✓ ✗ GUI action-aware web tree search
Terminal-Bench (Merrill et al., 2026) Code ✗ ✓ CLI CLI task benchmarking
Liu et al. (Liu et al., 2026a) General ✓ ✗ API budget-constrained tool planning
ToolSandbox (Lu et al., 2025a) General ✗ ✓ API stateful tool-use evaluation

Table 5: Summary of Layer 3 (Interaction Surface & Execution Environment) research works. Modalities: API
(function calling), CLI (terminal), GUI (visual), Code (code execution), Protocol (MCP/UTCP), A2A (agent-to-
agent). ⋆Open-source repository.
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Research Works Domain Meth.
Fw.

Bench.
Eval.

Enforcement Featured
Functionality

Pre Run Post

Sandboxing & Execution Environments
LangChain† (LangChain, 2026b) General ✗ ✗ ✗ ✓ ✗ agent-sandbox connection patterns
SWE-MiniSandbox (Yuan et al., 2026a) Code ✓ ✗ ✗ ✓ ✗ container-free RL sandbox
UI-TARS-2 (Wang et al., 2025a) GUI ✓ ✗ ✗ ✓ ✗ multi-turn RL GUI agent sandbox
LLM-in-Sandbox (Cheng et al., 2026) General ✓ ✗ ✗ ✓ ✗ sandbox for agentic intelligence
Sari Sandbox (Gajo et al., 2025) Web ✗ ✓ ✗ ✓ ✗ virtual retail store environment
SandboxSocial (Touzel et al., 2025) Web ✗ ✓ ✗ ✓ ✗ social media simulation sandbox
Cellmate (Meng et al., 2025) Web ✓ ✗ ✗ ✓ ✗ browser AI agent sandboxing
AgentBay (Piao et al., 2025) General ✓ ✗ ✗ ✓ ✗ hybrid human-AI interaction sandbox
Chen et al. (Chen et al., 2025a) General ✗ ✗ ✗ ✓ ✗ static sandboxes are inadequate
DeepResearchGym (Coelho et al., 2025) Research ✗ ✓ ✗ ✓ ✓ reproducible deep research evaluation
SWE-World (Sun et al., 2026) Code ✓ ✗ ✗ ✓ ✗ Docker-free SWE environments
R2E-Gym (Jain et al., 2025) Code ✗ ✓ ✗ ✓ ✓ procedural environments with hybrid verifiers

Governance Boundaries
POLARIS (Moslemi et al., 2026) General ✓ ✗ ✓ ✓ ✗ typed planning and governed execution
ContextCov (Sharma, 2026) General ✓ ✗ ✓ ✗ ✓ executable constraint enforcement
Sandbox-Runtime⋆ (Anthropic, 2026b) Code ✓ ✗ ✓ ✓ ✗ OS-level filesystem/network sandboxing
Buhler et al. (Bühler et al., 2025) General ✓ ✗ ✓ ✓ ✓ agent execution security analysis
BashArena (Kaufman et al., 2025) Code ✗ ✓ ✗ ✓ ✓ highly-privileged agent control setting
Maloyan et al. (Maloyan and Namiot, 2026) Security ✗ ✗ ✓ ✗ ✗ MCP specification security analysis

Agent Injection & Defense
Skill-Inject (Schmotz et al., 2026) Security ✗ ✓ ✓ ✗ ✗ skill file attack measurement
AgentDyn (Li et al., 2026b) Security ✗ ✓ ✓ ✓ ✗ dynamic prompt injection benchmark
WebSentinel (Wang et al., 2026d) Web ✓ ✗ ✗ ✓ ✗ web agent injection detection
ReasAlign (Li et al., 2026c) General ✓ ✗ ✗ ✓ ✗ reasoning-enhanced injection safety
Wang et al. (Wang et al., 2026f) Security ✗ ✓ ✓ ✗ ✗ formalizing attacks on OpenClaw
Deng et al. (Deng et al., 2026) Security ✗ ✗ ✓ ✓ ✗ OpenClaw security analysis and mitigation
Ying et al. (Ying et al., 2026) Security ✗ ✗ ✓ ✗ ✓ OpenClaw threat architecture and defenses
ClawKeeper (Liu et al., 2026d) Security ✓ ✗ ✓ ✓ ✓ comprehensive safety via skills and watchers
Chen et al. (Chen et al., 2026c) General ✗ ✓ ✗ ✗ ✓ trajectory-based safety audit
OpenClaw PRISM (Li, 2026a) Security ✓ ✗ ✓ ✓ ✓ zero-fork defense-in-depth runtime
Manik et al. (Manik and Wang, 2026) Security ✗ ✗ ✗ ✓ ✗ risky instruction sharing and norm enforcement

Table 6: Summary of Layer 4 (Constraints & Guardrails) research works. Enforcement timing: Pre (pre-execution
validation), Run (runtime isolation), Post (post-execution audit). ⋆Open-source repository. †Blog/documentation.

23


	Introduction
	Taxonomy of Agent Harness: A Unified Architectural Stack
	Layer 1: Execution & Orchestration Layer
	Model & Agent Routing
	Multi-Agent Composition & Orchestration
	Autonomous Loop, Resilience & Human-in-the-Loop

	Layer 2: Context & Trajectory Management Layer
	State Compaction
	Trajectory Persistence & Observability
	Agent Memory and Self-evolving Architecture

	Layer 3: Interaction Surface & Execution Environment
	Standardized Protocols & Interaction Surface
	Tool Use & Code Execution

	Layer 4: Constraints & Guardrails Layer
	Sandboxing & Execution Environments
	Governance Boundaries
	Agent Injection Attacks and Defenses

	Challenges and Future Directions
	The Evaluation Crisis: Disentangling Model from Harness.
	Toward Next-Generation Agent Infrastructure.

	Conclusion
	Summary Tables of Agent Harness

